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Sommario

Location: Prague, Czechia; Hyderabad, India

Our Information Security & Compliance (ISC) group are looking for a Senior Specialist - Cyber Solutions
Engineering (AI & Automation) to join the team!

Our Senior Specialist Cyber Solutions engineer role will be responsible to design, deploy, and maintain
systems that leverage AI and automation technologies to optimize IT operations and business processes

About the Role

Your responsibilities include, but are not limited to:

Develop, implement and maintain AI & automated tools and processes in security area, driving AI &
automation from an end-to-end perspective, from requirements gathering to implementation.
Collaborate with cross-functional teams, including IT, Security Operations, and Engineering, to integrate
cyber tools and automation into existing infrastructure.
Continuous improvement of existing AI & automation tools, to ensure value added from automation.
Automation Strategy: Ability to identify which processes can be fit for AI or automated, create roadmaps,
and lead teams to implement automation strategies.

What you will bring to the role:

4+ years’ experience in AI and Automation engineering
AI and Machine Learning Fundamentals expertise: understanding of AI Algorithms and familiarity with
machine learning models (supervised, unsupervised, deep learning) and their use in automating tasks
like predictive maintenance, customer support, or IT operations (AIOps)
Data Preprocessing knowledge: the ability to collect, clean, and preprocess data to feed AI models.
Natural Language Processing (NLP) knowledge: for automating customer support, chatbots, or
document processing using AI models like GPT or BERT
Strong expertise in Automation Frameworks and Tools
Experience in Robotic Process Automation (RPA), using RPA tools like UiPath, Blue Prism, or
Automation Anywhere to automate repetitive tasks in IT and business processes, and proficiency in
Orchestration Tools and IT automation platforms like Ansible, vRealize for automating deployment,
configuration management, and system monitoring.
System Administration experience, with deep knowledge of Linux/Unix and Windows system1/4



administration, focusing on automation of tasks like patch management, backup, and performance
monitoring.
Monitoring and Observability expertise, skilled in integrating AI with monitoring tools to predict and
prevent system issues.
Good understanding of AI Security, of how to secure AI models and ensure data privacy, especially
when dealing with sensitive data in AI-driven automation.
 Data Engineering: Experience with ETL (Extract, Transform, Load) tools, data pipelines, and data
integration for AI applications.
Big Data: Familiarity with big data platforms and their use in handling and automating large-scale data
processing tasks.
Business Process Automation (BPA): expertise in Workflow Automation, with proficiency in
automating business processes using tools using Microsoft Power Automate, and AI in BPA, with skills in
integrating AI to automate tasks like document classification, customer service automation, and decision-
making processes.
DevOps and Continuous Integration/Continuous Deployment (CI/CD): Proficiency in designing and
automating CI/CD pipelines using tools like Jenkins, GitLab, or CircleCI to ensure seamless deployment
of AI applications and infrastructure changes.
Automation Scripting: Skills in scripting languages like Python, C++, Bash, or PowerShell, Jave to
automate routine tasks like system monitoring, patching, or deployment.

Desirable:

Cloud Platforms expertise: Expertise in managing and automating cloud environments on platforms like
AWS, Microsoft Azure, using services such as Lambda, Cloud Functions, or Kubernetes.
Infrastructure as Code (IaC): Skills in Terraform, AWS CloudFormation, or Ansible for automating the
deployment and management of cloud infrastructure.
Cloud AI Services: Familiarity with AI services provided by cloud platforms (e.g., AWS SageMaker,
Azure AI) to integrate pre-built AI models into applications and infrastructure.
Ability to create Dashboards in MS Sentinel, MS Power Bi. 
Securing Automated Systems knowledge, specifically of securing automated workflows, RPA systems,
and AI models to protect against unauthorized access, data leaks, and potential vulnerabilities.
Experience in Database Management, specifically managing and automating databases, both relational
(e.g., MySQL, PostgreSQL) and NoSQL (e.g., MongoDB, Cassandra), as well as cloud-based databases.

Commitment to Diversity & Inclusion:

We are committed to building an outstanding, inclusive work environment and diverse teams representative of
the patients and communities we serve.

You’ll receive (CZ only):
Monthly pension contribution matching your individual contribution up to 3% of your gross monthly base salary;
Risk Life Insurance (full cost covered by Novartis); 5-week holiday per year; (1 week above the Labour Law
requirement) ; 4 paid sick days within one calendar year in case of absence due to sickness without a medical
sickness report; Cafeteria employee benefit program – choice of benefits from Benefit Plus Cafeteria in the
amount of 12,500 CZK per year; Meal vouchers in amount of 105 CZK for each working day (full tax covered
by company); Transportation Allowance; MultiSport Card. Find out more about Novartis Business Services:
https://www.novartis.cz/

Why Novartis?
Our purpose is to reimagine medicine to improve and extend people’s lives and our vision is to become the
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most valued and trusted medicines company in the world. How can we achieve this? With our people. It is our
associates that drive us each day to reach our ambitions. Be a part of this mission and join us! Learn more
here: https://www.novartis.com/about/strategy/people-and-culture

Why Novartis: Helping people with disease and their families takes more than innovative science. It takes a
community of smart, passionate people like you. Collaborating, supporting and inspiring each other.
Combining to achieve breakthroughs that change patients’ lives. Ready to create a brighter future together?
https://www.novartis.com/about/strategy/people-and-culture

Join our Novartis Network: Not the right Novartis role for you? Sign up to our talent community to stay
connected and learn about suitable career opportunities as soon as they come up:
https://talentnetwork.novartis.com/network

Benefits and Rewards: Read our handbook to learn about all the ways we’ll help you thrive personally and
professionally: https://www.novartis.com/careers/benefits-rewards
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